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Abstract: With the advance of smart IoT devices (Internet of Things) the amount of valuable 

data will increase dramatically. With its recently enacted Data Act (DA) the EU introduces new 

data access and sharing rights for the users of IoT devices. This article analyzes how the DA 

will change the bundle of rights on non-personal IoT data regarding who can control, access, 

use, share, and monetize this data. In a first step, we apply the property rights theory (esp. the 

approach of Barzel) for explaining the status quo of IoT data governance. Here the manufac-

turers can get through the technical design of their IoT devices exclusive de facto control over 

IoT data ("capture" of data). In a second step, we analyze how the DA changes this de facto 

bundle of rights in order to unlock more IoT data for innovation, competition, and empower-

ment of users. Since the DA is not very clear and partly contradictory, three different concepts 

for the design of this bundle of rights are analyzed and compared: A data holder-centric IP-like 

concept, a user-centric concept, and the concept of co-generated data. The article analyzes all 

three concepts from an economic perspective including relevant market failures regarding IoT 

data in B2B and B2C contexts. For achieving the objectives of the DA, especially regarding 

unlocking of data for innovation, bundles of rights should be chosen which reject notions of 

exclusivity and enable broad access and sharing of IoT data. The enacted Data Act, which still 

clings too much to the exclusivity of data and includes too many hurdles for data sharing, can-

not be expected to contribute much to  achieving these objectives. 
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1.  Introducing new rights on IoT data: The EU Data Act 

 

The digital transformation of the economy and society can be understood as a Schumpeterian 

technological and economic revolution. The "Internet of Things" (IoT) with its manifold data-

generating and smart IoT devices represents a new wave of disruptive innovations that lead 

both to deep structural changes and a further exponential increase in collected data. Since data 

has become a new and valuable key resource through this digital revolution, the question of 

new (property) rights, i.e. who can control, use and draw value from this data, has become one 

of the main issues with respect to the necessary coevolution of the legal framework for the 

digital economy. Whereas for personal data – at least in the EU – the already existing data 

protection law with its set of rights of data subjects can be applied,2 an entirely new data policy 

discussion developed about non-personal data for which so far often no legal rights exist. Due 

to the non-rivalrous character of data, the discussion has shifted fast from first ideas about 

introducing exclusive property on data to introducing more data access and data sharing rights 

for making more data available for innovation and competition.3 The recently enacted Data 

Act (DA) in the EU4  will introduce new rights for users of IoT devices to access, use, and 

share IoT data. Therefore, the DA is an important step in the evolution of new bundles of rights 

on non-personal IoT data. 

 

In its proposal the EU Commission has seen the main problem of the current governance of 

IoT data in the fact that often the manufacturers of IoT devices can get through their technical 

design of these devices exclusive de facto control over data generated by the IoT devices of the 

users. As a consequence, neither the users of these IoT devices nor other firms can get enough 

access to this data.5 This has negative effects on the use and sharing of this data which can 

impede data-driven innovation and economic growth. The main instrument of the DA for solv-

ing this problem is the introduction of new legal rights for the users of IoT devices. These 

encompass (1) a right for users to access and use the data generated by their IoT devices (Art. 

4 DA), and (2) a right to share this data with other third parties for purposes determined by the 

users (Art. 5 DA). This right refers to raw and "pre-processed" IoT data but not to derived and 

inferred IoT data.6 These new user rights for IoT data will be introduced both in B2C and B2B 

 

2 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free movement of 

such data, and repealing Directive 95/46/EC, OJ L 119, 4.5.2016. 

3 See Zech (2016), Kerber (2016), Drexl (2017), European Commission, ‘Building a European data 

economy’ COM(2017) 9 final; European Commission, ‘A European strategy of data’ COM(2020) 66 

final (19 February 2020). 

4 In February 2022 the EU Commission published its Proposal for a Regulation of the European Parlia-

ment and of the Council on harmonized rules on fair access to and use of data (Data Act), COM(2022) 

68 final (23 February 2022) (Draft DA). In July 2023 the Council, European Parliament, and the Com-

mission agreed in their trilogue proceedings on the final version of the DA, which has been officially 

enacted in November 2023. See for the final text European Parliament / Council (2023): Regulation of 

the European Parliament and of the Council on Harmonised Rules on Fair Access to and Use of Data 

and Amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data Act), PE-CONS 49/23, 

2022/0047 (COD), (Brussels, 15 November 2023). This article focuses only on those provisions in the 

DA that are relevant for the governance of IoT data (ch. II and III) and will refer both to the proposal of 

the Commission (Draft DA) and the enacted Data Act (DA). 

5 See Draft DA, Explanatory Memorandum, 13, and DA, recital 20. 
6 See DA, recital 15, and Wiebe (2023, 1570). 
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situations. In addition, the DA stipulates that manufacturers (and, more generally, data hold-

ers)7 are only allowed to use the non-personal IoT data based upon a contractual agreement 

with the users (Art. 4(13) and (14) DA). So far, manufacturers are free to use the non-personal 

data under their de facto control without the need of such a contract, i.e., without getting explicit 

consent by the users. This is different for personal IoT data, for which EU data protection law 

applies, i.e. data holders do already currently need "consent" of the data subjects according to 

Art. 6(1)a GDPR, if they want to process, use, or share this data. However, the new user rights 

are partly broader than the existing rights on personal data.8 With the introduction of these new 

user rights the Commission wants to achieve the following objectives:9 more “empowerment” 

of users, a fairer allocation of the value from IoT data, and more innovation through the “un-

locking of data”, especially regarding additional IoT-related services, like repair and mainte-

nance services. However, also the incentives for investing in data-generating IoT devices by 

the manufacturers should not be undermined. 

 

The introduction of these new user rights and this contract between the data holders and the 

users will lead to a far-reaching change of the bundle of rights assigned to the manufacturers 

(data holders) and users of IoT devices. The policy discussion about this DA proposal, how-

ever, has shown that it entails a lot of difficult and unsolved problems.10  There is a lack of 

clarity and many ambiguities regarding definitions, provisions, and the relationship to other 

laws (in particular, to data protection law and trade secret law, which we will not analyze in 

this article).11 A main concern in the discussion is that these new user rights might be too weak 

and ineffective for achieving the objectives of the DA, especially regarding more innovation 

through unlocking of data and with respect to more user empowerment.12 This might also be 

a consequence of the lack of a clear and consistent concept about the bundle of rights which 

the DA wants to establish. Instead, different and incompatible concepts seem to be used that 

lead to considerable inconsistencies and contradictions.13 In addition, the DA and the design 

of its new user rights are not based upon a clear economic analysis.  

 

 

7 Data holders have the factual control over non-personal IoT data. This position can be held by the 

manufacturers but also by other actors. For the legal definition see Art. 2 (13) DA. 

8 Although the new rights of the users refer both to non-personal and personal IoT data, it is unclear to 

what extent the DA can influence the use and sharing of personal IoT data, because in cases of conflict 

the rules of the GDPR will always prevail (Art. 1 (5) DA). This relationship with EU data protection law 

and resulting problems will not be analyzed in this article. See for this topic, e.g., Specht-Riemenschnei-

der (2023). 

9 See Draft DA, Explanatory Memorandum, 2-3. 

10 For the discussion about the Data Act proposal, see  e.g., Graef/Husovec (2022), Leistner/Antoine 

(2022, 2023), Kerber (2023a, 2023c), Drexl et al (2022), Specht-Riemenschneider (2022, 2023), Hen-

nemann/Steinrötter (2022, 2023), Metzger/Schweitzer (2023), Schweitzer et al (2022), Podszun/Offer-

geld (2022), Martens (2023), Krämer (2022), Wiebe (2023a).  

11 The protection of trade secrets of the data holders was a big issue in the discussion, leading to a 

strengthening of their protection in the final version of the DA. See for the relationship to trade secret 

protection and EU database rights Wiebe (2023b). 

12 See, e.g., Leistner/Antoine (2022, 14-16), Kerber (2023a), and Krämer (2022). 

13 In the final phase of the legislation (trilogue) some significant changes have been made, which might 

lead to more contradictory interpretations of the DA. 
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The objective of this article is to contribute to the analysis of the governance of non-personal 

IoT data and the DA by applying the bundles of rights approach from an economic perspective. 

We will analyze, discuss and compare the current status quo of de facto control of data holders 

over IoT data, with and  three stylized concepts for the bundle of rights that can be found (often 

in a vague and implicit way) in the text of the DA proposal, the policy discussions about it, and 

the finally enacted DA: (1) Particular important is a data holder-centric concept, which views 

the manufacturer (or the data holder) as the de facto "owner" of the non-personal IoT data in 

some analogy to the owner of an IP right. (2) In an alternative concept, which was strengthened 

in the final version of the DA, the rights on non-personal IoT data are assigned to the user (as 

owner of the IoT device). (3) Much discussed was also the concept of co-generated data. It 

starts with the notion that manufacturers and users are contributing to the generation of the 

data, and that therefore both of them should have rights to use, share, and monetize the co-

generated IoT data.  We will analyze both the status quo and these three stylized concepts 

regarding their design of the bundle of rights on non-personal data, their economic rationale, 

relevant market failures, and their effects with regard to the objectives of the DA. 

 

Property rights theory will help us in several respects: Its approach to analyze sets of rights 

regarding a resource, which can be assigned to different actors, enables to conceive a wide 

range of different designs of bundles of rights for achieving solutions that fit to the specific 

characteristics of data. For the question how such a bundle of rights on non-personal IoT data 

should be designed, it is also necessary to take into account potential market failures as well as 

the options for solving them. Property rights theory also allows us to understand economically 

the key role of exclusive de facto control over IoT data without having any legal rights on it as 

well as what kind of role strategic decisions of the manufacturers about the technical design of 

IoT devices play for "capturing" the valuable IoT data. Through the application of the bundles 

of rights approach to this example of IoT data, this article also makes a methodological contri-

bution on how to analyze in a more systematic way the issue of data rights in the digital econ-

omy.14 

 

The structure of the paper is as follows. Section 2 introduces briefly the property rights theory, 

the bundles of rights approach, and how it can be applied to data. Section 3 analyzes the key 

role of exclusive de facto control of manufacturers over IoT data, and the unclear basic ap-

proach of the DA for dealing with it. In the main section 4, the above-mentioned three stylized 

concepts for the bundles of rights on non-personal IoT data are analyzed, assessed, and com-

pared with each other. The final section 5 entails conclusions about the application of the bun-

dles of rights approach on data and a brief assessment of the enacted DA. 

 

 

2.  Property rights theory, the bundles of rights approach, and their application to data  

 

When the property rights theory was developed in economics in the US in the 1960s and 1970s, 

it focused, on the one hand, on the emergence of property rights as a positive theory. On the 

other hand, it asked how property rights should be specified to set incentives for achieving 

 

14 For a first attempt to analyze the recent policy discussions about rights on data from a property rights 

and bundles of rights perspective, see Kerber (2022). 
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optimal outcomes from a normative point of view.15  Whereas the early property rights theory 

was much dominated by the objective of economic efficiency, also innovation (dynamic effi-

ciency), distributional objectives (equity) and fundamental values of a society can be taken into 

account. The property rights theory deconstructed “property” into a bundle of rights regarding 

a resource. Of particular importance are the right to access a resource, the right to use it and its 

yields (usus fructus), the right to exclude others from accessing and using it, the right to decide 

on how to manage and transform it, and the right to transfer it to others by selling, leasing or 

renting it. From a policy perspective, the optimal design of such a bundle of rights is analyzed 

in particular in regard to how such a set of rights should be specified and to whom these rights 

should be assigned to. From a Coasean perspective, it also has to be taken into account that the 

initial design and allocation of a bundle of rights on a resource, e.g. by a legislator or court, is 

only important in the case of positive transaction costs and market failures. Otherwise markets 

can be assumed to lead to an efficient reallocation of these rights.16 

  

The bundles of rights approach, which in many variants is also used in legal research,17 has 

the advantage of enabling to design a wide range of different options of how rights on resources 

are specified and assigned. Traditional concepts of private property on physical goods (with 

rivalry in its use) usually assign the entire bundle of rights exclusively to one "owner". How-

ever, the different rights of such a bundle can also be assigned to different actors or to the state 

or to a group of individuals, like, e.g., in the complex institutional solutions regarding common 

pool resources.18 Intellectual property rights (IPR) (patents, copyrights) that grant exclusive 

rights on new technological innovations or creative works also fit into the bundles of rights 

approach. Although innovations are non-rivalrous in use, it is generally assumed that there 

might be an incentive problem for investing efforts in generating them because of positive 

externalities (knowledge spillovers and copying). This provides a rationale for granting tem-

porary exclusive rights to an innovator, before the innovation is put into the public domain and 

anybody can use it freely.19  

 

Data is also a resource that is non-rivalrous in use and which also might require spending costs 

for generating it. Therefore it is not surprising that analogies to the just described IP rationale 

emerged with respect to non-personal data.20 It depends on the specific technology applied 

whether data can be freely accessed or whether access by others can be excluded partly or 

entirely (e.g. through technical protection measures). The costs of generating data as well as 

the benefits from using it (data-driven innovation) might be very different for different types 

of data and in different contexts and sectors. Therefore, a wide range of different bundles of 

 

15 For seminal papers and overviews about property rights theory, see Coase (1960), Demsetz (1967), 

Furubotn/Pejovich (1972), Alchian/ Demsetz (1973), Eggertson (1990), Barzel (1997), Demsetz (2002), 

and Harris (2020). 

16 See Coase (1960). 

17 For a short, but concise comparison between the legal and economic perspectives with additional 

references, see Mello (2016); for a recent overview about the legal bundles of rights discussion in the 

context of data, see Szilágyi (2021, 216-229). 

18 See, e.g., Schlager/ Ostrom (1992) and Ostrom (2000, 352-379).  

19 For the Law & Economics of IP rights, see e.g., Lévêque/ Ménière (2004). 

20 For a comparison of the application of the bundles of rights approach to physical property, intellectual 

property, and data, see Kerber (2022, 152-164).  
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rights might be optimal, defining who should control, access, use, share, and draw value from 

data.21 At one extreme, non-personal IoT data could be put in the public domain allowing 

anybody to access and use it (open data). At the other extreme, the bundles of rights could be 

assigned exclusively to individual actors implying an exclusive property-like right on data. For 

many applications, however, better solutions might be intermediate ones: For example, access 

rights could be assigned to certain groups and/or for certain purposes. Bundles of rights could 

be assigned to all actors that have contributed to the generation of the data (co-generated data) 

or to neutral data trustees who are entrusted with the data to enable non-discriminatory access 

to other potential users. All in all, it depends on the technological and economic conditions 

(including market failures and transaction costs) which data governance solutions might be best 

from the perspective of social welfare and, more broadly, society.22 

 

 

3. The basic approach of the Data Act and the role of exclusive de facto control over 

data  

 

3.1   The status quo of the governance of non-personal IoT data 

 

For understanding how the DA with its new rights for users will change the existing bundle of 

rights on IoT data, it is necessary to analyze the existing status quo regarding who can currently 

control, use, share, and draw value from this non-personal IoT data. There is a broad consensus, 

also stated in the DA, that so far no legal rights exist with respect to non-personal IoT data.23 

However, the manufacturers usually design their IoT devices technically in a way that gives 

them exclusive de facto control over the generated IoT data. Therefore they can exclude others 

from accessing, using, and sharing it.24 This exclusive de facto control by the manufacturers 

has been recognized as a decisive feature of the current status quo both in the Draft DA and in 

the ensuing academic discussion. It enables the manufacturers to exclusively extract value from 

the non-personal IoT data, e.g., through “licensing” them to other firms or through data analyt-

ics. Although the manufacturers do not have any legal rights regarding this data, they can use 

them in a similar way “as if” the data is their exclusive “property”. Thus, by choosing a specific 

technical design, IoT manufacturers can de facto “appropriate” this data and its value.25 There-

fore the question arises how this de facto control over non-personal data can be understood 

from the perspective of the property rights theory and the bundles of rights approach.  

 

 

 

21 The approach to personal data in the EU with its strong sets of rights for data subjects does also fit 

into such a bundles of rights concept, because it also can include "fundamental values". 

22 For an overview about the economics of data and data governance, see Martens (2021), Kerber 

(2021). 

23 See DA, recital 20. Under certain conditions non-personal data can be protected as trade secrets, 

which, however, only protects against misappropriation.  

24 Well-known examples are connected cars and smart farm machinery where the manufacturers of 

these IoT devices can achieve this control by transmitting the IoT data to proprietary servers. Access to 

this data is only possible with the permission of the manufacturers. See with respect to connected cars 

Kerber (2018, 2019) and to smart farm machinery Atik/Martens (2021). 

25 See also Kerber (2023a, 128-131). 
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3.2   De facto control over IoT data from a property rights theory perspective 

 

The relationship between technological evolution and legal evolution can be very complex. 

Disruptive technological innovations like smart IoT devices open up entirely new economic 

opportunities and business models, which however also might need a legal coevolution for 

solving new problems that have not existed before.26 Such innovations can also lead to the 

generation of a new valuable resource like non-personal IoT data. This, in turn, sets incentives 

for economic actors to get control over these resources in order to use and draw value from 

them. However, as research on the emergence of property rights has made clear, generating 

and enforcing new property rights can be a complex process with large costs.27 Therefore, also 

other instruments than legal protection by property rights might be useful solutions to secure 

control over economically valuable resources. This has been shown empirically with regard to 

the emergence of property rights on land in the US by a number of studies. They show that, 

e.g., power in form of force, e.g. through collective action for defining and enforcing bounda-

ries of a territory, as well as technological innovations that help to exclude others by reducing 

the costs of exclusion (“barbed wire”, Anderson/Hill 1975) can be important determinants for 

the evolution of property rights.28 An important conclusion from this property rights literature 

is that legal rights are not always necessary for getting exclusive control over a valuable re-

source which enables its holder to use and extract value from it. 

 

Barzel has developed an approach which addresses this relationship between legal rights and 

the factual power position of actors (misleadingly called by him “economic rights”).29 It is the 

combination of both instruments that determines the de facto existing set of options regarding 

who can use and draw economic benefits from a resource. This implies, on the one hand, that 

a de facto exclusive position, e.g., through technological control, can be a substitute to a direct 

assignment of exclusive legal rights to the holders of a resource. On the other hand, de facto 

control can also be very important if exclusive legal rights exist, but are not (well-)enforced. 

Then both instruments complement each other in ensuring that a holder of such rights can ex-

clusively use this resource, also through de facto excluding others. It also follows from Barzel's 

approach that economic actors have incentives to invest economic resources for getting de facto 

control over new valuable resources, for which so far no legal rights exist or are not well-

enforced if the economic value from using them is larger than the costs for "capturing" these 

resources.  

 

Therefore, Barzel provides an approach from the property rights perspective that can be used 

for analyzing the wide-spread activities of digital platforms, IoT manufacturers, and many other 

firms for "capturing" this new valuable resource "data" in the digital economy in order to ex-

ploit it economically. Technological control through the technical design of platforms, IoT de-

vices, and technological protection measures (TPM) can therefore play a key role in getting 

 

26 For this relationship from an evolutionary economics perspective, see Eckardt (2001, 2011), and with 

respect to the digital revolution, see Kerber (2023c).  

27 See, e.g., Libecap (1989) and Anderson/Hill (2003).  

28 For a detailed analysis on the role of technology for the evolution of property rights, see Umbeck 

(1981), Anderson/Hill (2003), and also Yandle/ Morris (2001). 

29 See Barzel (1997, 2015). 
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and keeping de facto exclusive control over data in digital contexts.30 As far as no legal rights 

exist (or are not well-enforced like in the case of personal data), these firms can use such "cap-

turing" strategies for de facto "appropriating" this data order to get a property-like exclusive 

position on them through technological control. According to Barzel these firms have gotten 

exclusive "economic rights" on this data, even if they have no legal rights.31 These processes 

can be interpreted as part of the evolution of property rights in the digital economy. 

 

This is exactly how also the above described status quo of the bundle of rights on non-personal 

IoT data can be explained (see section 3.1). The exclusive de facto control over non-personal 

IoT data is the result of the specific technical design of the IoT devices by the manufacturers. 

It allows them the exclusion of others (especially the users as owners of the IoT devices) from 

this data and thus to "capture" the value of this data. In that respect, the manufacturers of IoT 

devices are the "de facto owners" of the non-personal IoT data. They are free to use, share, and 

monetize this data as well as sell this exclusive technical control position to others. Therefore, 

getting exclusive legal rights on this IoT data is not necessary for the manufacturers as long as 

technological control serves as a well-functioning substitute for such rights.32 

 

From this current state of the governance of IoT data several important implications can be 

derived: 

(1) From an economic perspective, it is not in any way normatively justified and therefore not 

legitimized from the perspective of society that firms have such property-like positions simply 

because they have captured these positions of exclusive control over IoT data through their 

own technological decisions. The non-rivalrous character of data makes it very questionable 

whether such an exclusive control over data is optimal from an economic perspective.33 Other 

designs of the bundles of rights on non-personal IoT data might have much more positive wel-

fare-enhancing effects. It is, therefore, the task of society to decide whether and under what 

conditions such de facto control over data should be accepted or not.34  

(2) Another implication is that the choice between different technical designs of IoT devices is 

influenced by the prospects of additional profits from getting control over the IoT data. This 

 

30 See for the significant role of technical de facto control over IoT data also Ullrich (2020, 475-484), 

Fia (2021, 186), and Noto La Diega (2023) who analyzes also other "enclosures" of IoT data through IP 

rights. 

31 For the controversial discussion about Barzel's terminology to call such factual power positions over 

resources "economic rights", see Cole/Grossman (2002), Hodgson (2015), and Barzel (2015). 

32 For the more fundamental problems that follow from the fact that technological design can replace 

law, see the discussion about "code is law" (Lessig 1999). For the problem that through technological 

design, e.g. users of copyright-protected works can be deprived of certain rights, see Specht-Rie-

menschneider (2019). 

33 The non-rivalrous character of the data, which is the basis of the entire EU data policy, refers to non-

rivalry in the use of the data. There is certainly a rivalry with respect to the "capturing" of an exclusive 

(monoplistic) control over data. These are two very different issues which sometimes have gotten mixed 

up in the DA discussion. 

34 See Kerber (2022, 176) and Demsetz (2002, 144): "Uses of resources not legitimated by the user's 

possession of property rights are illegal by definition or are innovative in the sense that existing property 

rights have not yet been defined to cover these uses." 
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can lead to a sub-optimal choice of technology from a social welfare perspective, which, how-

ever, is profit-maximizing for the manufacturer due to its additional effect of capturing exclu-

sively this valuable resource. From an economic policy perspective, this implies a market fail-

ure due to a misalignment between private incentives of the manufacturers and what is optimal 

for society (inefficient choice of technologies).35 This raises the question whether also some 

technological regulation, which limits the "freedom" of manufacturers to decide on the tech-

nical design of the IoT devices, might be necessary for avoiding that wrong technological so-

lutions are developed and implemented with negative effects on competition and innovation. 

(3) Methodologically, such technical de facto control positions of firms over data have to be 

seen as part of the bundle of rights on data, even if these firms have no legal rights. The impli-

cations of this conclusion will be discussed in detail in our analyses in section 4. 

 

 

3.3  The unclear and contradictory approach of the Data Act 

 

The DA understands well that the exclusive de facto control over IoT data by the manufacturers 

leads to the problems of (1) not enough data access for the users, (2) not enough sharing of this 

data with potential innovators, (3) not enough meaningful control of the users over the data, 

and (4) no fair allocation of the value generated through this IoT data. The DA, however, does 

not question the strategy of the manufacturers to capture the data in an exclusive way through 

the technical design of their IoT devices. Instead, it tries to limit the ensuing negative effects 

through the following two instruments. 

(1) Introduction of non-waivable user rights (Art. 4 and 5 DA): These imply changes in the 

bundle of rights on IoT data because additional rights to access, use and share IoT data with 

third parties are granted to the users of the devices. These new rights  will limit the exclusivity 

of the data holders' position to use, share, and monetize the IoT data in order to allow for more 

unlocking of data for innovation, and more control over and value from the data for the users 

of IoT devices. The resulting bundle of rights then consists of a combination of (a) the de facto 

options of the data holders to use, share and monetize the IoT data and (b) these new data access 

and sharing rights of the users. All the provisions in the DA about the scope of the covered 

data,36 the conditions for access and sharing the data as well as obligations for the third parties 

using them specify these rights in more detail and influence their effects for all parties. 

(2) Introduction of contractual agreements between data holders and users about whether and 

how the data holders can use the non-personal IoT data (Art. 4(13) and (14) DA): This contract 

will lead to a far-reaching change of the bundle of rights. This provision implies that the data 

holders would lose their current factual options to unilaterally use, share, and monetize the IoT 

data under their control without a contract with the users. It is, however, not sure whether such 

a contract can help the users to get more control over their data and whether it contributes to 

 

35 For economic literature about market failures regarding inefficient choice of technology, e.g., with 

respect to lack of interoperability, see Kerber/Schweitzer (2017, 42-44), and for its application to the 

example of connected cars, see Kerber (2018, 321). 

36 Since the scope of the data for these user rights is limited to raw and "pre-processed" data, IoT data 

outside of this scope remains under the exclusive de facto control of the data holders. 



10 
 

 

the objectives of user empowerment and unlocking data for innovation and competition (see 

section 4.2 below). 

The combination of these two instruments with the strong emphasis in the DA that the manu-

facturers' incentives for investing in data-generating IoT devices should not be undermined has 

led to inconsistencies, contradictions, and much controversial discussions about the exact de-

sign of the bundle of rights that the DA wants to establish for non-personal IoT data. Whereas 

the first instrument of new user rights only seems to limit the exclusive de facto position of the 

data holders, the contract according to Art. 4(13) and (14) DA suggests that the DA grants the 

bundle of rights on non-personal (raw and pre-processed) IoT data to the users. It is, therefore, 

not surprising that in the current discussion very different concepts have emerged, often also 

in a vague and implicit way. 

 

From an economic perspective, the situation is even more complex. To what extent these two 

instruments are effective with regard to the objectives of unlocking more data for innovation, 

and of giving users more control over the IoT data requires also additional analyses of the 

effects of these two instruments. This, in particular, encompasses also the question of the ex-

istence and extent of market failures as well as of the costs (including transaction costs) and 

benefits for using these instruments by the users and third parties. Such an analysis has not 

been provided for by the Commission in its DA proposal. 

 

 

4. Bundles of rights on non-personal IoT data in the DA: Three basic concepts  

 

In this section we analyze three different concepts for the design of the bundle of rights on non-

personal IoT data. They can be found partly explicitly and partly implicitly in the proposal of 

the Commission and the final version of the DA and in the academic discussion. Whereas sec-

tion 4.1 deals with the concept that the manufacturers have an exclusive IP-like position over 

this data, the concept in section 4.2 would assign the bundle of rights to the users. With the 

analysis of the concept of co-generated data in section 4.3 we open the perspective that more 

than one actor might have rights to use IoT data independently from each other. Section 4.4 

provides a short outlook on additional concepts. 

 

 

4.1 Data holder-centric concept: Assigning the bundle of rights on non-personal IoT 

data in an IP-like way to the data holders 

 

In many respects, the DA seems to follow a concept that views the bundle of rights on non-

personal IoT data in some analogy to an IP-like protection for the data holders. We already 

have seen that de facto control over the data gives the manufacturers an exclusive position that 

enables them to use the data for themselves, share the data with others (via "licensing" con-

tracts) and extract value from them in a similar way "as if" they would have an IP-like exclusive 

property on this data. The manufacturers also can sell this exclusive technical control position 

to other firms which are then data holders, i.e., this technically "captured" IoT data can also be 
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seen as tradable.37  While there are certainly differences between the bundle of rights for the 

owner of an IPR and the bundle of economic options of data holders through their technical 

control of IoT data,38 we claim that the basic approach of the DA and many concrete provisions 

in the DA fit very well to such a concept of an IP-like protection of IoT data for the data holders. 

If the DA can be interpreted as being based upon such an IP-like concept of non-personal IoT 

data, then it would legally acknowledge and justify this de facto exclusive position of the data 

holders and their economic options to use and draw value from this data, notwithstanding the 

explicit statement in the DA that it does not confer any legal rights to the data holders.39 Most 

important for this justification is that this concept assumes that de facto exclusivity regarding 

the use and commercial exploitation of the data by the data holders is necessary for the incen-

tives of the manufacturers to invest in data generating IoT devices. This closely resembles the 

economic rationale for IPRs. 

 

The introduction of the new user rights for access to and sharing of IoT data does not contradict 

such a concept of an IP analogy, because such rights can be understood as limitations of the 

exclusive position that usually can also exist in IP laws.40 The requirements for a negotiated 

contract between data holders and third parties also fit to this concept because here it is the data 

holder who is “licensing” the data to the third parties, even if the users determine the purpose 

for what the data can be used.41 The provision that the data holders should get “reasonable 

compensation” from third parties if they use the IoT data via the data sharing rights of the users, 

is also based upon the incentive argument.42 In addition, the DA introduces a number of pro-

visions that protect the exclusive de facto control position of data holders if these user rights 

are being used: Data holders can require technical protection measures, use the option to make 

the IoT data only available "in-situ", and there are far-reaching remedies against an unauthor-

ized use of shared data by third parties.43 Important from an economic point of view is that in 

this concept the data holders remain free to use monopolistic price-setting if they share the IoT 

data directly with other firms. In many respects, the provisions in the DA are close to this 

concept of protecting an IP-like position on non-personal data for the data holders which, how-

ever, is based upon technological exclusion instead of legal exclusion.44  

 

 

37 Through the technological control over the IoT device, the manufacturer can usually "capture" the 

IoT data stream over the entire life-time of the IoT device, i.e. also the future data stream of an IoT 

device can be tradable. 

38 If there are gaps in technical control or data leaks while sharing it with other firms, then the data 

holder has lost its exclusive control. 

39 See DA, recital 5.  

40 For example, in copyright law a number of limitations of the exclusivity of copyrights exist, through 

which also the users of copyright-protected works are granted certain rights. 

41 See Art. 8, 9 and 11 DA. 

42 See DA, recital 46, and, more generally, recital 30. 

43 See, e.g.,  Art. 4(11) and 5(5) and the IP-like remedies in Art. 11 DA, and recitals 8 and 22 ("in situ 

access", i.e. data holder need not provide a copy of the data to the user or third-party). 

44 All these provisions apply to non-personal data, and do not refer only to data that are protected as 

trade secrets, whose protection has been additionally strengthened in the final version of the DA (see, 

e.g., recital 31 and Art. 3 (3)(h), and Art.4 (6) – (9).  
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Can such an IP-like concept of the bundle of rights on non-personal IoT data that views data 

holders as the de facto “owners” be defended from an economic perspective? This leads to the 

key question whether there is a market failure regarding the incentives to invest in data-gener-

ating IoT devices in analogy to the market failure with respect to innovation incentives.45 The 

economic rationale of IPRs has always been based upon a balancing between the trade-off for 

solving an incentive problem (resulting from externalities by copying) and the costs of monop-

olization through granting exclusive rights.  

 

The DA is very concerned that the manufacturers of IoT devices might not have sufficient 

incentives for investing in data-generating IoT devices. Therefore, a far-reaching exclusive po-

sition to draw value from the IoT data seems to be necessary. However, an economic analysis 

is missing why such an incentive problem would exist in the case of data-generating IoT de-

vices that are sold to the users. Manufacturers might have high costs in developing and operat-

ing data-generating smart IoT devices. However, from an economic perspective, it is entirely 

unclear why manufacturers should not be able to include these investment and operating costs 

into the price of the IoT devices they are selling to the users.46 In contrast to other generated 

data for which such costs can only be recovered by commercially exploiting the value of the 

data, IoT manufacturers can sell their devices on markets for a price which can cover all costs 

incurred and, thus, solve this incentive problem.47 Therefore, we contend that no unsolved 

incentive problem exists which would require the manufacturers to have a monopoly for draw-

ing value from this data in order to avoid a systematic under-investment in data-generating IoT 

devices.48 Thus, no market failure can be identified which is comparable to the innovation 

incentive problem solved by IP rights 49 and which would justify the de facto exclusive position 

of the data holders over IoT data in a similar way.  

 

In addition, also the costs and other negative effects of such exclusive control over the non-

personal IoT data by the data holders have to be taken into account: Monopolistic price-setting 

regarding data leads to high data prices, a low quantity of sold data, considerable welfare costs 

due to dead weight losses, and negative effects on innovation through a systematic under-uti-

lization of this IoT data.50 Since this data can be a critical input for other services, like repair 

and maintenance services on secondary markets, the control over such a data bottleneck can be 

strategically used by manufacturers for foreclosing other competitors on these secondary mar-

kets. Both by the exclusive control over the IoT data and by additional technological decisions 
 

45 For the following analysis of this incentive problem, see also Kerber (2023a, 128-131). 

46 The costs of operating the devices after their sale can also be covered by subscription fees.  

47 For the argument that the price of the IoT devices can cover the investment costs and therefore no 

incentive problem exists, see also Martens (2023), Drexl et al (2022, para. 72), and Specht-Rie-

menschneider (2022, 823).  

48 It certainly can be argued that expected additional revenues from the monopolized monetizing of this 

IoT data might help financing investments into data-generating IoT devices. But it can be expected that 

the decision of manufacturers whether to develop or not an IoT device will depend on these additional 

revenues only in a very limited number of cases. An additional, perhaps more important issue is whether 

and to what extent additional revenues of the manufacturers from this IoT data might lead to lower prices 

on the market for IoT devices as this could be expected – at least theoretically - on well-functioning 

markets. This question would require much more research. See also Kerber (2023a, 128-130). 

49 It should also be kept in mind that the IoT devices themselves can be protected by IPRs. 

50 See also Martens (2021, 74). 
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(closed systems / lack of interoperability), manufacturers can get gatekeeper positions for entire 

ecosystems of products and services that can be built upon these IoT devices.51 These poten-

tially high costs of exclusive positions of manufacturers on IoT data in combination with the 

non-existence of a systematic incentive problem lead to the conclusion that an IP-like concept 

of the bundle of rights on IoT data through de facto exclusive control of the data holders cannot 

be defended from an economic perspective.  

 

However, the DA itself assumes that the costs of this exclusivity in terms of not making enough 

data available etc. are larger than its benefits. This is the reason why it tries to limit this exclu-

sivity through its new user data access and sharing rights. These should lead to more unlocking 

of IoT data for innovation, empower users, and enable competition on secondary markets. Does 

this combination of de facto control by data holders and these user rights lead to a proper bal-

ancing of the positive and negative effects with respect to the objectives of the DA? A deeper 

analysis of the expected effects of the user rights, and especially the data sharing mechanism 

of Art. 5 DA, comes, however, to the conclusion that this mechanism will be weak and largely 

ineffective: From an economic perspective, it is not enough that users get rights to access and 

share IoT data. It also depends on the specific conditions, requirements, and transaction costs, 

whether such rights lead to an effective instrument for sharing data. The DA, however, entails 

so many specific conditions and requirements as well as unclear provisions (resulting in high 

transaction costs), that it will be hard and unattractive for third parties to get IoT data through 

these new rights of the users. Also the scope of the data (raw and pre-processed data) will often 

be too small for enabling many services and foster innovation. Therefore, this data sharing 

mechanism will not lead to much unlocking of IoT data for data-driven innovation, or for new 

services and competition on secondary markets (e.g., for repair and maintenance services).52 

To sum up, the main problem of the DA is that it seems to follow to a large extent the concept 

of an IP-like protection of non-personal data for the data holders, although this concept cannot 

be defended from an economic perspective in the case of data generated by IoT devices that 

are sold (or leased or rented) to the users. From an economic perspective, applying this concept 

to IoT data would lead to the introduction of a "de facto property" on non-personal IoT data to 

the data holders.53  It is particularly problematic that such a concept sets large incentives for 

firms to develop technologies (here the technical designs for IoT devices) that "capture" as 

much data as possible by bringing them under their exclusive de facto control and excluding 

others. 

 

 

51 The "extended vehicle" concept of the car manufacturers is a well-known example of such a strategy. 

Similar strategies exist with respect to smart farm machinery, see Kerber (2018) and Atik/Martens 

(2021).  

52 See for a deeper analysis why the DA proposal of the Commission and, especially, why this data 

sharing mechanism will not be effective and therefore not achieve the objectives of the DA  Kerber 

(2023a, 125-128); see also Krämer (2022), and Podszun/Offergeld (2022). Although the final version of 

the DA entails a number of changes (some with positive and some with negative effects regarding the 

data sharing mechanism), it is very doubtful whether the enacted DA will achieve its objectives better 

than the initial DA proposal of the Commission. 

53 See Kerber (2023a, 128) and Martens (2023, 2); Metzger/Schweitzer (2023, 54) also acknowledge 

that "in economic terms, the [DA] proposal may be read as an indirect recognition of the primary data 

holder's technical, de facto position of 'ownership'...". But "this indirect recognition does not amount to 

a legal property right" (ibid). 
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4.2 User-centric concept: Assigning the bundle of rights on non-personal IoT data to 

the users  

 

The analogy to an IP-like protection of non-personal data for the data holders, however, does 

not fit at all to other provisions in the DA (Art. 4(13) and (14)), which suggest on the contrary 

a very different concept of the bundle of rights on non-personal IoT data. Since according to 

these provisions the data holders  cannot exploit any more their de facto options to use, share 

and draw value from this non-personal data without the consent of the IoT device users, these 

provisions can be interpreted as assigning the bundle of rights on non-personal IoT data to the 

users.54 Although such a contract already existed in the proposal of the Commission (Draft 

DA Art. 4(6) sentence 1), it was one of the most important changes in the final version of the 

DA to strengthen the position of the users by adding Art. 4(14) DA and explicitly stating in the 

new recital 26 that only the users should "have the right to share non-personal data with data 

recipients for commercial and non-commercial purposes".55 The basic idea is that only the 

users should have the right to monetize the IoT data for giving them incentives to share the 

data in order to "foster the emergence of liquid, fair and efficient markets for non-personal 

data".56 These changes strongly support the interpretation that the DA is assigning the bundle 

of rights to the users.57 

 

Such a user-centric concept that assigns the rights on IoT data exclusively to the users can be 

based directly on the objective of user empowerment, i.e. to give the users more meaningful 

control over their non-personal IoT data. It also has direct parallels with the governance of 

personal IoT data for which the data holders (as data controllers) need the consent of the data 

subjects for processing and using their personal data. In addition, it can also be derived from 

the argument that by buying the IoT device the users also acquire the rights of getting the 

benefits from using this device. From a property rights perspective, we usually assume that 

acquiring the property of such a physical device also entails the rights to the benefits of using 

this device (usus fructus). If we view the exclusive right on the usus fructus of a physical IoT 

device also as part of the standardized set of rights which are sold to the buyers, then the rights 

to use, share, and monetize the IoT data would be assigned to the users already through the sale 

of the IoT device.58 If the manufacturer then wants to use this IoT data (for improving its 

device or sharing it with others etc.), it can conclude a contract with the buyer of this device 

for allowing it to use this IoT data under certain conditions. The contract about the use and 

sharing of the non-personal data by the data holders in Art. 4(13) and (14) DA could be inter-

preted in that way.59  In the following, we will analyze the implications of such a concept that 

 

54 See, e.g., Hennemann/Steinrötter (2022, 1483), Specht-Riemenschneider (2022). This is also the main 

reason why some commentators were very critical to this provision in the Draft DA, see, e.g., 

Leistner/Antoine (2022, 92-95) and Drexl et al (2022, para. 44-54). 

55 DA, recital 26; see also recitals 25 and 33. 

56 DA, recital 26. 

57 See also Wiebe (2023, 1570). 

58 For the concept of standardized sets of rights regarding property, see Merrill/Smith (2000). 

59 This would also imply that the users are "licensing" the data to the data holders; see Henne-

mann/Steinrötter (2022, 1483). 
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starts with the notion that the bundle of rights on the data generated by IoT devices are assigned 

to the users.60  

 

A key question, in that respect, is whether this instrument of a contractual agreement about the 

use of the data by the data holders can be expected to work effectively for giving users mean-

ingful control over their data or whether it will suffer from market failures. In well-functioning 

markets with competition between manufacturers and no significant information and behav-

ioral problems, economists assume that the allocation of rights regarding IoT data can be left 

to freely negotiated contracts between both market sides. If the users want to have access to the 

data and/or share the data, manufacturers would have incentives to fulfill these preferences. 

Since in the DA the required contract about the use of non-personal data by the data holders is 

left largely to freedom of contract,61 the DA seems to assume that these markets work well and 

that no serious market failures exist. However, in the discussions about the DA large concerns 

about market failures have been raised, which also emphasize the need to distinguish between 

B2B and B2C situations.62  

 

In B2B situations in which, e.g., firms buy smart machines, it can be expected that the alloca-

tion of rights regarding the IoT data is part of the negotiations between sellers and buyers, and 

therefore solved contractually. The contract about the use of the non-personal IoT data by the 

data holders is then part of a much more comprehensive negotiation between both parties. If 

buyers are strongly interested in having full control over this IoT data, including rights to share 

and monetize them (or for enabling them to freely choose repair service providers etc.), then 

they can make this an important issue in their negotiations.  The users might have to pay a 

higher price if the entire bundle of rights on the IoT data is allocated to them, but this might be 

an efficient solution based upon their preferences and freedom of contract. Therefore, absent 

other market failures, users can get full control over the IoT data they are generating. Since in 

B2B contexts no general market failure problem can be expected regarding this contract,63 it 

can be defended that according to the final version of the DA business users can make contracts 

with data holders or other third parties in which they waive their user rights for a proportionate 

compensation.64  

 

In B2C situations, however, this contract between data holder and user can be expected to suffer 

from the same information and behavioral problems of consumers as in the case of giving 

“consent” to the use of personal data.65 Thus, in B2C situations serious market failures might 

exist. Due to these market failures, such contracts might not be capable of allocating the rights 

on IoT data according to the preferences of both parties. Therefore, consumers in particular 
 

60 From a legal perspective, see in much more detail Specht-Riemenschneider (2022). 

61 See Staudenmayer (2022, 597). In the DA it is assumed that this contract about the use of the data by 

the data holders is concluded simultaneously with the sale of the IoT device to the users (DA, recital 25). 

62 See Leistner/Antoine (2022, 80-81); for the following, see also Kerber (2023a, 131-133).  

63 Also between firms there might be market failure problems through asymmetric bargaining power, 

but only in a limited number of cases. Here not only the user, but also the manufacturer can be in the 

position of the weaker party. 

64 See DA, recital 25. This is close to a proposal by Metzger/Schweitzer (2023, 56-58) for an exception 

of the non-waivability of the user rights in B2B situations. 

65 See Kerber (2023a, 132) and Krämer (2022, 9-10). 
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might not get enough meaningful control over their IoT data nor a fair share of the value from 

this data. It is, for example, broadly expected that IoT device manufacturers will tie the sale of 

their devices to a buy-out contract regarding the use of non-personal data by the data holders. 

Since such a tying strategy implies that the consumers can only buy the device and use it if 

they agree to such a buy-out contract, they have de facto no choice.66 This will lead to a very 

asymmetric allocation of rights to use and draw value from the IoT data. Moreover, it does not 

empower the consumers to decide according to their own preferences whether, to what extent, 

and for what purposes they want to allow the data holders to use, share, and monetize the non-

personal IoT data.67 As a consequence, freedom of contract on the market for IoT devices 

might not lead to a fair and efficient allocation of rights on non-personal IoT data between both 

parties in B2C contexts. Therefore, this requirement of a contract according to Art. 4(13) and 

(14) DA, which seems to grant users more meaningful control over their IoT data, might not 

lead to a significant improvement  compared to the status quo because the data holders can 

contract these rights away.  

 

What are possible solutions for this issue? In data policy, this problem of contracting away 

rights on IoT data was already discussed with regard to the "data producer right" proposal of 

the EU Commission in 2017. It implied that the entire bundle of rights on data generated by 

IoT devices would have been assigned exclusively to the users of IoT devices, who were seen 

as the  "data producers".68  One of the main arguments against this exclusive data producer 

right was that manufacturers can easily contract it away, e.g. in situations with asymmetric 

negotiation power between the parties or other market failures.69   

 

This is the reason why already early in the data policy discussion about IoT data the idea of 

non-waivable rights on data emerged, e.g. proposals for non-waivable data access rights.70 

Therefore, the non-waivable access and sharing rights of the users in the DA (Art. 4 and 5 DA) 

can be seen as an attempt to ensure that the users get at least some minimum rights regarding 

their generated IoT data which cannot be contracted away by the manufacturers. Although non-

waivable (inalienable) rights interfere with the principle of freedom of contract, the existence 

of market failures can justify the introduction of inalienable rights, even from a pure economic 

perspective.71 However, with regard to the DA proposal, we already have argued that these 

non-waivable minimum rights of the users can be expected to be weak and largely ineffective 

due to too many requirements and hurdles for data sharing (see section 4.1). Thus, they do not 

 

66 See Specht-Riemenschneider (2022, 820). Similar problems emerge also with respect to the collection 

and use of personal IoT data, although theoretically EU data protection law provides more protection. 

67 An additional issue of user empowerment, which we cannot discuss here, is the question whether and 

to what extent the users can decide which data are generated with their IoT devices. 

68 See European Commission, ‘Building a European data economy’ COM(2017) 9 final, 13.  

69 See for this discussion Kerber (2017) and Drexl (2018, 4, 132-150). 

70 See MPI (2017), Drexl (2018, 18, 154-165). 

71 From an economic perspective, in cases of market failures inalienable rights can be a solution for 

achieving a second-best solution if a first-best solution is not achievable (Rose-Ackerman 1986).   
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enable the consumers a meaningful control over their generated IoT data. Therefore, these min-

imum rights are not a sufficient solution.72  

 

Another solution would be to strengthen the consumers regarding the contract with the data 

holders about the use of the IoT data, e.g. by introducing additional rules in analogy to con-

sumer protection. For example, users could have a right to terminate the contract about the use 

of the data by the data holders (e.g., after two years), without losing the right to the usual 

functionalities of the IoT device that they have bought. This would imply that the data holders 

would get the rights on the non-personal data through this contract only for a limited time and 

not for the entire life-time of the IoT device. This would lead to more choice for the users and 

a limitation of such a (contractual) vendor lock-in regarding the data.73 Total buy-out contracts 

of the rights to use and share the data might also be directly prohibited. Many more regulatory 

solutions that grant users more granular choices could be introduced.74 Durable IoT devices 

imply in any case complex long-term contractual relationships, which require sophisticated 

governance solutions that cannot rely anymore on a simple application of freedom of con-

tract.75 The above discussed remedies could give the users to some extent more control over 

their IoT data.  

 

What are the effects of these user rights on innovation? Firstly, the access of users to their IoT 

data might enable them under certain conditions to innovate themselves (user innovations). 

However, this will be possible only to a limited extent.76 But, secondly, there also might be a 

tradeoff between more user empowerment and the objective of unlocking more IoT data for 

innovation and competition. In the discussion about the DA there is much skepticism about the 

effectiveness of such an user-initiated data sharing mechanism, especially for building large 

aggregated data sets for data-driven innovation. The reasons for these serious doubts are seen 

in a possible  lack of incentives of the users (especially consumers) for sharing their IoT data 

as well as the potentially large transaction costs of collecting them from many users, e.g. by 

data intermediaries.77 Therefore, strengthening the empowerment of users, especially with re-

spect to controlling how others (including the data holders) can use or not use IoT data can also 

 

72 One policy option would be to extend and strengthen these rights, e.g. by eliminating many hurdles 

and thus reducing transaction costs for using them in order to make them more effective. See, e.g. Krämer 

(2022). 

73 The DA contains a transparency requirement about the duration of the contract and arrangement for 

terminating it (Art. 3(3)(i) DA). It is, however, not clear whether an effective right to termination exists, 

because this might require that users can continue to use their IoT devices even if they have terminated 

the contract. To enable competition between service providers t would be particularly helpful if the users 

could switch the provider of the related service and therefore also the data holder. 

74 Of course, such regulatory solutions can also lead to more or less difficult problems, especially from 

an economic perspective. 

75 Legally, often national contract law will also be relevant for these contracts. 

76 This might be easier for business users than consumers. But the broad literature on user innovation 

shows that also consumers have innovation opportunities (von Hippel 2005, Gambardella/Raasch/von 

Hippel 2017, von Hippel 2017) which might be strengthened by these user rights in the DA. 

77 See, e.g., Leistner/Antoine (2022, 81). Therefore, it was argued that allowing the manufacturers the 

use and sharing of the IoT data would help promote innovation because they can more easily aggregate 

them and draw value from them, e.g. through monetization. This led to recommendations of abolishing 

the need for a contract with the users for allowing the data holders to use the non-personal data. See, 

e.g., Drexl et al (2022, para. 44-54) 
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further limit the extent that IoT data are made available to others for innovation and competi-

tion. 

 

However, the exclusive assignment of the right to monetize the IoT data to the users in the final 

version of the DA is justified with the argument that this would give the users the incentives 

for sharing the data and would lead to the emergence of liquid, fair and efficient markets for 

non-personal data. With the help of data intermediaries according to the Data Governance Act 

it would also enable access to aggregated data sets for big data analyses or machine learning.78 

In order to enable data markets, it is now explicitly clarified that users can monetize their non-

personal data either directly or via data holders and third parties, and that recipients of data via 

this user data sharing mechanism are allowed to make this data available also to other third 

parties, i.e. that also "reselling" the use of the shared data is possible.79 From an economic 

perspective, these changes and clarifications that explicitly allow the emergence of data mar-

kets with data from these user rights is very important for fostering innovation, because it can-

not be expected that innovating firms can themselves collect the data that they need for their 

innovations from (often many) users. The explicit integration of the role of data intermediaries 

is also very important for the emergence of data markets. In that respect, these final changes in 

the DA remove some important hurdles for making this data available for innovation.80  

 

However, this approach in the final version of the DA - to assign IoT data exclusively to the 

users - raises again a number of critical issues, also with respect to its effects on innovation:  

(1) It is economically not clear why the users of IoT devices should have larger incentives to 

share and monetize the non-personal data than the manufacturers (or data holders) under the 

current regime of exclusive de facto control.81 Why should therefore this change of the bundle 

of rights lead to more data sharing and more innovation than before?  

(2) Since the DA relies on freedom of contract with respect to the monetization of data through 

the users, the manufacturers can tie the sale of the IoT device to a contract, in which the users 

have to grant the data holders the rights to monetize this IoT data to third parties. With such a 

"contracting away" strategy the right to monetize the data would again end up with the data 

holders being in a position like in the current situation. Particularly important, however, is that 

the exclusive assignment of the bundle of rights regarding this IoT data to the users might not 

change the main problem for innovation, namely that one party might still have exclusive con-

trol over this IoT data despite its character as a non-rivalrous resource for data-driven innova-

tion.82 

 (3) Another reason why it remains very doubtful whether this much clearer assignment of this 

IoT data to the users might not lead to much more innovation is that the many requirements, 

 

78 See DA, recitals 26 and 33. 

79 See DA, Art. 6(2)(c) and recital 33; however, such further sharing is only possible with the consent 

of the user.  

80 See for the key role of enabling markets for the IoT data from these user rights in the DA Kerber 

(2023a, 125). 

81 Not only the consumers but also many small- and medium-sized business users might not be very 

interested in monetizing this data because this might be far away from their business model. 

82 This is to some extent different in B2C cases because the consumers cannot monetize the data exclu-

sively, but these are also the parties which do not have many incentives for making their data available 

anyhow.  
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hurdles, and high transaction costs of the data sharing mechanism still exist in the final version 

of the DA.83 In addition, the DA has gotten much more inconsistent and contradictory because 

the basic architecture of the DA with its many provisions that protect primarily the interests of 

the data holders still exist.84 

 

Therefore, with respect to unlocking more data for innovation and competition, both of our first 

two concepts of assigning the bundle of rights on non-personal IoT data to either data holders 

or to users are not very helpful. Both solutions have in common that they still start from the 

notion of exclusivity. In the first concept, it is the exclusive de facto control of the data holders 

over the data, while in the second case, the users have exclusive rights on this IoT data. In the 

next section we will start to go beyond such notions of exclusivity. 

 

 

 

4.3   Concept of co-generated data: Going beyond exclusivity 

 

The concept of co-generated data is a third very influential approach in the recent data policy 

discussion. It emerged from the insight that in the data economy often more than one actor 

contributes to the generation of data. Therefore, also each of these actors should have rights on 

this data and get a share of its value.85 As a consequence, the concept of co-generated data 

mainly intends to offer criteria who should be seen as co-generator to decide to whom rights 

on data should be assigned to. This is a complex task, especially from an economic perspective. 

With regard to non-personal IoT data, the DA has explicitly picked up this concept by stating 

that the generated IoT data are the result of the efforts of both the manufacturers and the users 

of the device.86 Therefore, the new user access and sharing rights in the DA can also be seen 

as justified by the argument that the users are co-generating the IoT data and should also have 

a fair share of the value of this data.87 

 

Although the concept of co-generated data suggests that all co-generators should have rights 

on these IoT data, it leaves open the question of the concrete design of this bundle of rights. 

Should there be joint ownership on this IoT data, or can the co-generating actors use, share, 

 

83 See fn. 51. 

84 Assigning exclusive rights to the users is not consistent with the provision that data holders can claim 

"reasonable compensation" if the users want to share the data with third-parties. From this user-centric 

concept it also would be a logical conclusion that the users should have the right to decide who the data 

holders are and also get at least a copy of the data which is not consistent with the option for data holders 

to grant only in-situ access to the data for making data available. 

85 This concept has its roots in the ELI-Ali project; see ALI-ELI (2021) and with respect to the DA 

project Thomas/Wendehorst (2020); see also Schweitzer et al (2022, 52) and Atik (2022, 416).   

86 See DA, recital 6. This discussion is closely related to the question who is the "producer" of data. 

With respect to IoT data, the DA has eschewed this problem by simply assuming that these two actors, 

manufacturers and users of IoT devices, are always the co-generators of the IoT data. 

87 However, the DA does not confer legal rights in a symmetrical way to both types of actors. Only the 

users get rights whereas the manufacturers merely have the option of getting de facto control over IoT 

data. This can be a problem in the case of powerful buyers vis-a-vis component suppliers, who as man-

ufacturers of IoT devices might not get any access to the IoT data, see, e.g. Martens (2023, 19). 
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and monetize the non-personal IoT data independently from each other? Many different insti-

tutional solutions about the governance of such co-generated IoT data are possible, each with 

different effects on the use, sharing, and monetizing of this data.88  

 

In this section, we will focus on one specific variant of this concept of co-generated data, which 

has emerged prominently in the academic discussion about the DA which has been developed 

and brought into the DA discussion by Metzger/Schweitzer.89  According to this approach, 

data holders and users should have parallel and independently from each other the same set of 

rights to use, share, and monetize this co-generated IoT data. An important advantage of this 

concept as seen by its proponents is that it prevents the monopolization of data and allows 

competition regarding the provision of data. Thus, it can make more data available for innova-

tors and enable more competition on secondary markets and on data markets. In the following, 

we will analyze and discuss this concept and its economic implications in more detail. 

 

A consequent implementation of such a concept of parallel and independent sets of rights re-

garding IoT data would have far-reaching implications. On the one hand, the data holders 

would not need a contractual agreement with the users about their use of the non-personal data 

any more, i.e. the provisions of Art. 4(13) and (14) DA would not be needed. On the other 

hand, however, data holders would lose their exclusive control over the generated IoT data 

because with such bundles of rights users also can get control over their IoT data, e.g., by 

getting a copy of the data, which they then can use, share and monetize  independently from 

the data holders. This would allow users to directly share and license the data to third parties 

by deciding themselves on the conditions and the licensing fees for the data. A bilaterally ne-

gotiated licensing contract with “reasonable compensation” between the data holder and a third 

party with whom the users share their IoT data would not fit any more into such a concept of 

co-generated IoT data, and thus could be eliminated in the DA.90 As a consequence, many of 

the hurdles and transaction costs for the sharing of IoT data by the users with third parties 

would cease to exist. This would facilitate the sharing of IoT data by the users considerably. 

These implications show that also this concept would have far-reaching consequences for the 

entire architecture of the DA.  

 

 

88 Additional insights in these questions can be gained from the work done by Ostrom on coproduction 

and the governance on common pool resources (Ostrom 1996, 2000). However, while co-generation of 

data by use of IoT devices is in line with Ostrom’s definition of co-production as “(t)he process through 

which inputs used to provide a good or service are contributed by individuals who are not ‘in’ the same 

organization” (Ostrom 1996, 1073), it does not imply active collaborative efforts of manufacturers and 

users for the generation of IoT data.  

89 See Metzger/Schweitzer (2023, 50-51) and Schweitzer et al (2022, 213, 216). The basic idea has also 

been suggested by Leistner/Antoine (2022, 93-94). A similar concept was developed by Martens (2023, 

20) with his concept of "mutual exhaustion" of the rights of data holders and users. All of these authors 

also emphasize that data holders and users have to take into account "legitimate interests" of the other 

party (e.g., data protection, trade secrets) while using these independent sets of rights.  

90 In fact, like in the case of the user-centric concept, the entire role of the "data holder" would be very 

different. It could, in particular, also entail the option that the users can choose who should hold – as a 

service - the data for them. It would still be possible that the manufacturer might provide the service of 

operating the IoT device, and collecting and "holding" the data for itself and the user. However, for the 

user the manufacturer is then only a service provider for "holding" the data who has to be paid for this 

service by the users (either via the sale price of the device or directly, e.g. through a subscription fee). 
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What effects can be expected from this concept and what problems might emerge? None of 

these actors would have a veto position anymore regarding the use, sharing, and monetization 

of the IoT data, because no exclusive control would exist (with all its negative effects, e.g. 

through data monopolization). This would enable competition between both types of actors 

with regard to using, sharing, and extracting value from this data. This can lead to lower prices 

for this data, and also – perhaps much more important – to less restrictive conditions regarding 

the use of this data by other firms. This could also foster the thriving of data markets on which 

the IoT data can be sold, combined with other data to new aggregated data sets, and resold 

again etc.. Therefore, such a concept of co-generated data with parallel and independent rights 

to both types of actors might be very conducive for data-driven innovation. It would also help 

to prevent anticompetitive strategies by manufacturers and to protect competition and innova-

tion on secondary markets.91 Since the revenues from sharing IoT data with other firms might 

decline through competition between data holders and users, this concept also implicitly as-

sumes that the IoT device manufacturers can cover their investment costs in IoT devices like 

in the user-centric concept as discussed in section 4.2. By recovering their costs through their 

selling price and/or through additional subscription-based prices for services no unsolved in-

centive problems exist. Nevertheless, the manufacturers might still have considerable compet-

itive advantages compared to users, because they usually can offer more easily and with less 

costs aggregated data sets than the users who only have rights on their own IoT data (requiring, 

for example, intermediaries to aggregate the data from many users). 

 

If we see the big advantage of this specific concept of co-generated IoT data in its positive 

effects on innovation and competition, the question arises, whether these two co-generators 

(data holders and users) should be allowed to either sell (or exclusively license) their sets of 

data to each other or to make an agreement to jointly commercialize the data. Both options 

would eliminate competition between both actors and would lead back to exclusive control 

over the IoT data and a monopolistic commercialization of the data. If, therefore, the potentially 

large positive effects of this concept of co-generated IoT data on competition and innovation 

should be protected, then this would require a prohibition to eliminate competition between 

both actors through a cartel-like joint commercialization agreement or a "merging" of these 

two sets of rights through selling (or exclusively licensing them) to each other.92 

 

The initial DA proposal of the Commission did partly refer to the concept of co-generated data 

but did not use this approach of two parallel and independent sets of rights for data holders and 

users. Due to the non-waivability of the user rights (Art. 4 and 5 Draft DA), they could not be 

sold to the data holders as well as the data holders could not make contracts about whether and 

how the users are exerting these data access and sharing rights. This implies that in the DA 

proposal the non-waivability of these user rights would not only have protected a minimum 

level of empowerment of the users and of a share from the value of the data (section 4.2). It 

also would have protected - at least to some extent - competition between data holders and 

users regarding the sharing of their IoT data, and the existence of a second source of IoT data 

for innovation which is independent from the data holders. In the enacted final version of the 

 

91 However, there might be still other problems, like lacking technical interoperability.  

92 This issue is not explicitly discussed in Metzger/ Schweitzer (2023). It also would be relevant in the 

proposal of Martens (2023, 20) about "mutual exhaustion" of the rights of the data holders and users.  
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DA, this is still the case in B2C situations; in B2B contexts, however, the users now can waive 

their user rights in a contract with the data holder, i.e. there is no protection any more for an 

independent second source of this data for competition and innovation.93 In section 4.2, we 

already saw that the final version of the DA sticks very much to the principle of exclusivity.  

 

 

4.4 Towards more innovation-friendly bundles of rights solutions for non-personal IoT 

data  

 

In the discussion about the DA, there is a broad consensus about the importance of the objective 

to unlock more IoT data for innovation. Our analyses about the three stylized concepts regard-

ing the design of the bundle of rights on non-personal data showed that neither of these concepts 

is very conducive for making much more data available for innovation. In the data holder-

centric concept, the reason for this is the much over-rated concern about manufacturers’ incen-

tives for investing in IoT devices with the ensuing alleged need for a far-reaching monopolistic 

commercialization of the data by the data holders. The user-centric concept also includes a 

tradeoff between the empowerment of IoT device users over their non-personal IoT data and 

making more IoT data available for innovation. This might lead to the need for more sophisti-

cated solutions like in the much more prominent case of personal data. Even in the third concept 

of co-generated data, only the very specific variant of assigning parallel and independent sets 

of rights to the co-generators with additional safeguards against falling back into exclusive 

solutions might result in more far-reaching positive effects on unlocking data for more innova-

tion and competition.  

 

However, taking the non-rivalrous characteristics of non-personal IoT generated data seriously, 

there are additional concepts conceivable. Although in this paper we cannot analyze and dis-

cuss them in more detail, we want to point briefly to two promising concepts regarding the 

design of more innovation-friendly bundles of rights on non-personal IoT data.  

(1) Direct data access rights: The classical solution for making IoT data available for more 

innovation and competition is the (already much discussed) direct assignment of rights for third 

parties to get access and use certain sets of non-personal data (e.g. also aggregated anonymized 

data sets) without any active involvement of the users. This can be limited to certain groups of 

firms and/or to certain purposes (e.g., training algorithms). Such a specification and assignment 

of access rights can also be part of a more comprehensive and targeted sector-specific regula-

tion, which also might solve additional interoperability problems. Due to the many concerns 

about the inherent limits of the effectiveness of user-initiated data sharing mechanisms, the 

need for additional direct access rights has been emphasized repeatedly in the DA discussion.94 

(2) Data trustee solutions: Whereas direct access rights still imply the existence of an IoT data 

holder (like in the DA), an alternative bundle of rights concept would put all (or a significant 

 

93 See in the B2B case DA, recital 25; although in B2C contexts the consumers can also monetize their 

non-personal data via the data holders, they cannot monetize their non-personal data through exclusive 

contracts with data holders or third parties (Art. 6(2)(h) DA). 

94 About the limits of the DA for addressing all relevant data access scenarios see Drexl et al (2022, 

para.4), Schweitzer et al (2022, 213), Kerber (2023a, 127). 
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part) of the non-personal IoT data under the governance of a neutral data trustee. It then would 

grant access to firms and other entities according to certain principles and conditions in a non-

discriminatory way. Here the data trustee itself could be the data holder who has full control 

over the IoT data. The concrete bundle of rights, especially with regard to who can access and 

use what kinds of IoT data and for what purposes, can be designed very differently. This would 

allow for a much better balancing between the interest of making much more data available for 

innovation and the interests of other stakeholders, as, e.g. users and also manufacturers of IoT 

devices.95 

 

All of these concepts and additional ones, which might be based also on concepts of open data, 

data as infrastructure, and data commons, go far beyond the approach of the DA.96 They may 

also take into account more directly and explicitly public interests like opening data for scien-

tific research.97 Most important, however, is also to enable more differentiation between bun-

dles of rights on IoT data regarding the types of data, B2B vs. B2C situations, and the techno-

logical and economic conditions in different IoT contexts. This emphasizes also the inherent 

limits of horizontal regulations like the DA and the crucial importance of additional sectoral 

solutions. This also offers the chance to solve better additional and difficult problems like lack-

ing interoperability (e.g. through more standardization).98 

 

 

5.  Conclusions 

 

 

What specific results follow from our economic analysis for the assessment of the provisions 

about IoT data in the DA?  

(1) The DA is not based upon a clear and consistent concept about the governance of non-

personal IoT data. On the one hand, its basic architecture and many provisions are dominated 

much by the data holder-centric concept of an IP-like protection of IoT data through accepting 

and legitimizing the exclusive de facto control over data through data holders. While this sug-

gests that data holders are seen as de facto "owners" of data, who also have to be compensated 

if this data are shared, on the other hand the final version of the DA also emphasizes our second 

user-centric concept that assigns the bundle of rights on this IoT data to the users. The ensuing 

inconsistencies and contradictions can be expected to lead to much uncertainty and controver-

sial discussions about the exact design of the bundle of rights in the DA. 

 

95 For data trustee solutions and possible applications, see Blankertz (2020) and Specht-Riemenschnei-

der/Kerber (2022).  

96 From an innovation policy perspective, see, in particular, Potts/Harhoff/Torrance/von Hippel (2023). 

Based on ideas developed by the authors like ‘free innovation’ (von Hippel, 2017) and ‘innovation com-

mons’ (Potts, 2018), they discuss in detail welfare gains as well as governance issues related to free 

access to innovation-related information and data.  

97 See, e.g., the approach in the EU Proposal for a Regulation on the European Health Data Space 

COM(2022) 197 final, whose far-reaching opening of health data for secondary use with regard to re-

search differs very much from the approach in the DA. 

98 The DA also emphasizes the need for additional sectoral regulations (see, e.g., recital 6. For the 

advantages of sectoral regulation and its relationship to horizontal regulations regarding data access and 

data governance, see Kerber (2021) and Atik (2022). 
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(2) Due to the lack of a comprehensive economic analysis, the DA is also partly based upon 

wrong assumptions about market failures: (a) There is no general incentive problem regarding 

the investment in data-generating IoT devices because manufacturers can cover their costs 

through selling these devices to the users. Therefore, an IP-like exclusive position of data hold-

ers is not necessary and hard to defend because it has negative effects on the use and sharing 

of this data which is non-rivalrous in use. (b) The contract between data holders and users about 

the use of non-personal data can be expected to suffer from information and behavioral prob-

lems (as well as asymmetric bargaining power), especially in B2C contexts. Since the DA does 

not provide sufficient remedies for this, additional rules in analogy to consumer protection are 

needed. 

(3) Overall, it can be expected that the DA will not lead to much more unlocking of IoT data 

for innovation and competition. The main reason is a too large and unnecessary emphasis on 

the incentives of manufacturers. This has led to a too weak and ineffective data sharing mech-

anism with too many hurdles, requirements, and high transaction costs due to protecting the 

interests of data holders. The changes in the final version of the DA for enabling markets for 

this non-personal data with its emphasis on the role of data intermediaries are an important step 

into the right direction. However, they are not sufficient for leading to significant improve-

ments with respect to the objective of unlocking much more IoT data for more innovation and 

competition.99 

(4) The main problem with respect to innovation and competition is that the DA still clings to 

the concept of exclusivity of the control over IoT data, either through exclusive de facto control 

by data holders or through exclusive rights for users, instead of fostering a greater opening of 

this data to more stakeholders. One option would have been the concept of co-generated data 

with parallel and independent rights for using and sharing of IoT data for data holders and users 

or much more far-reaching innovation-friendly bundle of rights, like, e.g. direct access rights 

for (certain groups) of innovating firms or data trustee solutions.  

(5) As a consequence, there is a significant danger that the DA might be an important first step 

on a path (a) towards a further entrenchment and legitimization of the existing pattern of ex-

clusive de facto control of data holders (including the acceptance of the "capturing" of data 

through technological means), and (b) also towards an explicit introduction of new exclusive 

legal rights on data with all its negative consequences for innovation, competition, and a thriv-

ing data economy.  

 

From a methodological perspective this article has led to several important insights, which are 

based upon the economic property rights theory and the bundles of rights approach: 

(1) The economic analysis of the effects of legislative proposals for such new data access and 

sharing rights requires a comprehensive analysis of the effects of the entire bundle of rights on 

this data, in particular regarding how these rights should be specified and to whom they should 

be assigned to. Particularly important is the insight that due to the specific non-rivalrous char-

acteristics of data traditional legal concepts of property over physical resources or of IP rights 

 

99 For an overall critical view and much skepticism on the DA regarding innovation and competition 

see also Wiebe (2023, 1578). For the problem that the DA also entails direct provisions (like non-com-

pete provisions) with negative effects on competition between IoT manufacturers on the primary mar-

kets, see Metzger/Schweitzer (2023, 61), Martens (2023, 14) and Kerber (2023, 33). 
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are not suitable for the governance of data. Therefore, new concepts are necessary which so far 

have not been developed sufficiently. 

(2) If, as often in digital contexts, exclusive de facto control over data through technology plays 

a significant role, then this factual power over this data and the ensuing economic options for 

using it have to be taken into account as part of the bundle of rights, even if no formal legal 

rights exist on this data. It might, additionally, be necessary to go one step further in the anal-

ysis, and also ask whether such exclusive de facto control over data is the result of problematic 

technological strategies for capturing the data and excluding others from accessing and using 

them. This might then lead to the need for policy measures regarding such technological strat-

egies which might lead to negative effects on innovation and competition. 

(3) Since rights on data can be reallocated through contracts on markets, the question whether 

rights on data have to be assigned by the legislator directly to specific actors (and whether such 

rights should be non-waivable) depends on the results of an analysis of possible market failures. 

Therefore, appropriate solutions might often entail a combination of the design of the bundles 

of rights (with the specification and assignment of the rights to different actors) and regulatory 

rules for the markets, e.g., regarding relevant contracts. 

In this article we focused on the question how the DA is changing the bundle of rights on non-

personal data generated by the IoT devices of users and how this change can be analyzed re-

garding its expected effects. Our analysis, however, has limitations, because we have not taken 

into account additional layers of law which also affect the bundle of rights on non-personal 

data. Particularly important (and much discussed with respect to the DA) is that non-personal 

IoT data can also be protected as trade secrets under certain conditions. An economic analysis 

of the problems of trade secret protection of IoT data, however, was beyond the scope of this 

paper. We also have not considered that due to much legal uncertainty about where to draw the 

line between personal and non-personal data (and how to deal with mixed data sets), also EU 

data protection law with its far-reaching but not well-enforceable sets of rights on personal data 

for data subjects can have important implications for the design of the bundle of rights on non-

personal IoT data. With regard to the analysis of our three stylized concepts such additional 

layers of directly applicable or closely related laws and the "legitimate interests" they protect 

would lead to a further differentiation of these concepts and the ensuing design of the bundle 

of rights on non-personal data. 

 

From our perspective, the law necessarily has to co-evolve with the technological changes 

brought about by the digital revolution.100 To deal with the effects of such disruptive innova-

tions like smart IoT devices, this not only  raises the question about the emergence of new 

bundles of rights on data but also how these other laws, e.g., trade secret law and data protection 

law, might have to be better adapted to the specific conditions of the digital economy.  
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100 See Eckardt (2001) and Kerber (2023c). 
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